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ABOUT EY

For my internship | wanted a big company with a high quality
specialty in cybersecurity. EY offers me exactly that. EY is an
international company that offers Assurance, Tax, Consulting and
Strategy services to their clients. Their headquarters is located in
London. They have over 300.000 employees in over 150 countries.
| was lucky to score a place in their office in Diegem.

During my internship | am part of the cybersecurity consulting team.
Cybersecurity at EY is further divided in FSO (Financial Services
Office) and Industries. The FSO team’s clients exist out of banks and
financial institutions while the Industries team, the team I’'m working with, deals with all the other
industries.

The cybersecurity consultingat EY is even furtherdivided into fourkinds of services:

e Cybersecurity Strategy, Risk, Compliance and Resilience
e Data Protection & Privacy

e |dentity & Access Management

e NextGeneration Security Operations & Response

Of these fourservices my projectand the people in my team lean more towards the last service. This
is also the service that deals with the very technical assessments like pentesting.



1 PROJECT

The title of my projectis “Design and deploy a cloud-based hacker toolbox”. When we think about
this the following technologies come to mind: Infrastructure as Code, cloud, automated deployment
and cybersecurity. Together with my mentor, | translated this into the following research question:
“What are the benefits of deploying a cloudnative cybersecurity training platform compared to a
traditional on-premsetup?”

This means that during my time at EY, | will be working on a cloud based platform where people can
train their cybersecurity skills and learn about trending attacks. The platform will consist out of
multiple modules that really give an in-depth explanation of upcoming trends in cybersecurity. For
every module, the necessary infrastructure willbe spawned using laC and Azure cloud.

1.1 Motivation and background

Cloud really is the future of computing, so combining the knowledge of how infrastructure is built in
the cloud with cybersecurity is the reason | chose this project. The further elaboration of the
assignment was done together with my mentor at EY, Andreas Van Den Broucke. We came to the
conclusion that a lot of platform focus on teaching old techniques and attacks and also don’t really
give an in-depth explanation.

This is why we thought of working out a platform that focuses on trending attacks such as the
SolarWinds supply chain attack. This kind of projectis something that has a lot of business value and
at the same time challenges me to get out of my comfortzone andreally get into these attacks and
do my bestto understand them.

Another reason why this was such a great project, is that it takes on some shortages of the big
platforms like HackTheBox and TryHackMe. They don’t offer the flexibility and depth that | do. Active
HackTheBox machines do not get a writeup and on TryHackMe only some rooms get a full or partial
explanation. So this in depth exercise combined with the latest exploits and not something from
yearsago is a big advantage on the othersolutions.
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1.2  Project goals

The main goals of this project are to have a working platform with a few modules that give an in-
depth explanation of the chosen attacks and automated deployment of cloud native infrastructure
needed to practice these attacks. The projectis also divided into a few milestones:

Working infrastructure as code for the first module
- Working webinterface

First complete module

- Working website with at least three modules

Besides these main goals about the product, EY also emphasizes that | should get out of my
comfortzone and learn as much as possible from this project. This comes down to technical skills as
well as soft skills such as professional communication and project management. In conclusion,
working out my projectis a goal, but so is my own personaldevelopment.
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Inthe diagram above you can see how the different Infrastructure as Code technologies willinteract.

When you go on the platformto a module, you”ll be able to start or stop the infrastructure. When
you start it, Terraform will connect with azure and build the infrastructure. When this has happened,
Ansible will apply all of the necessary configurations.

Whenyou stop the infrastructure, Azure will delete all of the resources

1.3 Business case

The business value of this project really comes down to the current popularity of these attacks. Most
platforms eithertest skills and don’t really explain much or they botheryou with outdated exploits
such as EternalBlue, a cyberattack created by the NSA that exploits a common Windows service. A
company that can educate its employees on upcoming and trending attacks will only benefit from
this in the future.

Besides educating the current cyber security staff, it will also be available to use for demonstrations.
You could give a demoto the Supply Chain team to create awareness. Oryou could use it to give a
demo to students to demonstrate the capabilities of EY and maybe spark their interestin cyber
security.



2 PLANNING
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In the image above you can get an overview of planning up until the start of may. | will be working
out module after module. During the first module I'll also be working on the interface, since this will
only be basic. In the end, this is still a cybersecurity internship.

| decided to not plan anymore work since these are threeveryinteresting modules which will require
a lot of research. This current planning also leaves room forany unforeseen events while at the same
time giving me enough time to dive into the subjects.

For an interactive view of my planning visit this link.

3 INFORMATION GATHERING AND REPORTING

In order for the team to keep track of what I’'m doing, they’ve set up a Teams structure for all the
interns. In my own Teams channelthere’s alink to my Microsoft planner, my files and also my notes.
This way they can always see what|’'m doing and what I’'m working on. | also regularly post updates
aboutwhat | worked onin this Teams channel.
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Besides the Teams channel, we also do a weekly update with the whole team to track project
progress. | also meet multiple times a week with my mentor.


https://view.monday.com/1053222255-d9b669bb0c468c253ea7c448828b2a79?r=use1

